EEll

. IOSHZRIFSE
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» IOSHEIRmIR
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IOSZEIRE

o

» T
— Code Sign
— Sandbox
— Read-only Root FS

 THEEZTEARZ/ESLI
— EH patchWtzddefeat
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IOSifmiA

1:52;[_\,7% z \}EP\J*ZI |'Jl|':'.l

— BeE(RAURMK AR A

— (ERUHIZREAL -> BN ISystemFFE
« IOSHZwiF

— SandboxA /5t &

— Mobile/Rootfit A&

— PatchPR#zAAS
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OSSPz tH RIF

+ imtH R

— KASLR

— Kernel pointer obfuscation

— Stack / Heap cookie

— Kernel space isolation

— Kernel code page is R-X

— Kernel heap is not executable
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FuzzZx4:

o

« Why Fuzz
- 57X
- BEmE

— ApplelIIBREARS
— IR A=~ 0
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o

Fuzzgk %

~ $3HTEE

« Why NOT Fuzz

X ( TR )

— PanicZ / Exploitable/

— KRB E

)<l¢

O
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Fuzzgk %

» Where to Fuzz
— ioctl
— sysctl
— IOKit
— File system
— Network
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o

Best Target

. TOKit

— EIT- ﬁ'ﬁlﬂ%jcy
- FEEEOE R

=T 10OKit

- IOConnectCaIIMethod

— IOKit Extensions XZ iR

— Eimigsar]fEsandboxF]3

|
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[OKIt Fuzz

ﬁﬁ:bFuzz
- BB ZSCI
I)\.h*_t 55%
— ﬁﬁ%/\_ ‘fj\
— PoCiE MRS FAkT
e FrIFuzz
- FEEANESTE
— I)nxl IT?EEE EJ'“
- Baft
— PoCEEERENS
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w7 IOKit Fuzz

* % 'L,\ FE#8 — hook

— Cydia Substrate
- EE(KHiCydia SubstrateIi
» AJLA=RENFTEHIE

— Dyld interpose feature

. *f)ulﬁj ER
o FTEEHISCI;FEAN — DYLD INSERT LIBRARIES

NS

o
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o

Wz IOKit Fuzz

. Hoo\i\( [OConnectCallMethod

kern_return_t

IOConnectCallMethod(
mach_port_t connection, // In
uint32_t selector, // In

, // In
uint32_t inputCnt, // In

, // In
size t InputStructCnt, //In
uint64_t*output, // Out
uint32_t*outputCnt, // In/Out
void  *outputStruct, // Out
size t *outputStructCntP)  //In/Out
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W= IOKit Fuzz

o

* Input
— IE7EMEFuint64 t
* InputStruct
— (FRIEFREH &0

- T SR B E L2
+ XML
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W= IOKit Fuzz

— Mo

TENFHFEITRE

pile Safari
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F 77 IOKit Fuzz

. AT FHOIE S
» WERBXINIY BHA

— selector
— InputCnt / inputStructCnt
— outputCnt / outputStructCnt

» ENHRERE
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F 77 IOKit Fuzz

o IOCdnnectCaIII\/Iethod -> IOUserCiient::
externalMethod
— if dispatch = NULL

 Size check
* (*dispatch->function)(target, reference, args);

— else method =
getTargetAndMethodForIindex(&object,
selector)

« Size check
« method->func

o O
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F 77 IOKit Fuzz

o

. Find structure

struct IOExternalMethodDispatch

{
IOExternalMethodAction function;
uint32_t checkScalarlnputCount;
uint32_t checkStructurelnputSize;
uint32_t checkScalarOutputCount;
uint32_t checkStructureOutputSize;
5
struct IOExternalMethod {
IOService * o] o][e®
IOMethod func;

IOOptionBits flags;
IOByteCount countO;
IOByteCount countl;
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F 77 IOKit Fuzz

o

. Over\riding methods

— externalMethod
— getTargetAndMethodForIndex
— getExternalMethodForIndex
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F 77 IOKit Fuzz

. E)J?-fi KX
- NZEERE

- ioreg

- &= BRAE
« I0ServiceOpenFJ &

- mach_port_kobjectiREN#ZtiE ( FEEFREIvm
permutation )

o SEEVXI MW HYVtableZi:
. AT RER

I
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Fz= IOKit Fuzz

%ILJ\ Kﬂy — IDAHH]ZIK

—WEW

BiRE

« OSMetaClass (*UserClient)
— Efi*UserClientfivtable
— TEAIEEFRIT L BRRES
— E{uZIOExternalMethodDispatch /
IOExternalMethodZ5t4
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F 77 IOKit Fuzz

. Fuzz\IOConnectCaIIMethod

— sSCRAHio_connect method
e Fuzz io_connect_method

kern_return_t io_connect_method

(

mach_port_t connection,

uint32_t selector,

io_scalar_inband64_t input,
mach_msg_type_number_t inputCnt,
io_struct_inband_t inband_input,
mach_msg_type_number_t inband_inputCnt,
mach_vm_address_t ool_input,
mach_vm_size_t ool_input_size __unused,
io_scalar_inband64_t output,
mach_msg_type_number_t *outputCnt,
io_struct_inband_t inband_output,
mach_msg_type_number_t *inband_outputCnt,
mach_vm_address_t ool_output,
mach_vm_size_t * ool_output_size __unused

)
— InputStructCnt/outputStructCnt > 4096

{58 ool_input / ool_output
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ASELT

« Open Source
— XNU
— IOHIDFamily
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fRAgemit

o

. Heap Overflow

» Integer Overflow

» Type Confusion

 Use after Free

» Logical Error

 Kernel Information Leak
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XNU

|ok|t/Ke

rnel

— 1okitE

bsd/hfs

ShilES

- MRS
bsd/dev

P \gft_ﬁ'ﬁ%

bsd/netinet

— IPvAiE

bsd/netinet6

— IPv6iE

O
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IOHIDFamily

- BEY BRiAE
— "IOExternalMethodDispatch
— "IOExternalMethod “
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More

o

« Check at Apple open source
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http://opensource.apple.com/release/os-x-1010/
http://opensource.apple.com/release/os-x-1010/
http://opensource.apple.com/release/os-x-1010/
http://opensource.apple.com/release/os-x-1010/
http://opensource.apple.com/release/os-x-1010/

~X &4
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injectStringGated

o

. j'JEl’Jheap overflow
* Bug in IOHIDFamily

» Discovered by Luca Todesco
(@gwertyoruiop)
 PoC -
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http://github.com/kpwn/vpwn

InjectStringGated

o O

. IOHIDSecurePromptCIient selector =12

— injectStringMethod -> injectStringGated
- BIARIESRKERIstruct

IOExternalMethod *

IOHIDSecurePromptClient::getTargetAndMethodForIndex(IOService ** targetP,
UInt32 index)

{

// 12: KIOHIDSecurePromptClient_injectString

{ NULL, IOMethod)&IOHIDSecurePromptClient:injectStringMethod,
kIOUCStructIStructO, kIOUCVariableStructureSize, 0 },

o 2
@ xKungfoo 2015 ShangHai O



InjectStringGated

o

IOReturn
IOHIDSecurePromptClient:injectStringGated(void * p1, void * p2, void * p3 __unused,void * p4 __unused)

{
IOReturn result = kIOReturnBadArgument;

IOHIDSecurePromptClient_RawKeystrokeData * dummyRawData = NULL;

vm_size_t dummyDataSize = length * sizeof(IOHIDSecurePromptClient_RawKeystrokeData);

// _reserved->rawKeystrokesZ7EIOServiceOpenfIFHES ECHIERTE , EXEE NN RZBIRERARlength

_ InsertBytes(_reserved->unicode, _reserved->insertionPoint, _reserved->stringLength, dummyRawData,
length, sizeof(UTF32Char));

__EraseMemory(string, length * sizeof(UTF32Char));
_reserved->insertionPoint += length;
result = kIOReturnSuccess;
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InjectStringGated

» _reserved->rawKeystrokes #J#a{t.
igﬁ(lelg)usr:curePromptCIient::ensureBufferSize(UInt32 size)
{

o

result = kIOReturnNoMemory;
require(newSize < 1024, finished);

newBufferSize = newSize * (sizeof(UTF32Char) + sizeof(IOHIDSecurePromptClient_RawKeystrokeData));
// newBufferSize = 32*12 = 384 4fichyEfEkalloc.51289zone R

require(newBuffer, finished);

memcpy(newBuffer, _reserved->unicode, _reserved->stringLength * sizeof(UTF32Char));

memcpy(newKeystrokeOffset, reserved->rawKeystrokes, _reserved->stringLength *
sizeof(IOHIDSecurePromptClient_RawKeystrokéData));

oldBuffer = (UInt8*)_reserved->unicode;

oldBufferSize = _reserved->bufferLength * (sizeof(UTF32Char) +
sizeof(IOHIDSecurePromptClient_RawKeystrokeData));

_reserved->unicode = (UTF32Char*)newBuffer;
// _reserved->rawKeystrokes #7i% &3 newBuffer+32*4 f\/ &

_reserved->bufferLength = newSize;
newBuffer = NULL;
result = kIOReturnSuccess;

O O



CVE-2014-4487

. Hea|c; overflow / Free into wrong zone
* Bug in IOHIDFamily

« Used in TaiG jailbreak
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o

CVE-2014-4487

o IOHIDLibUserCIient selector = 15

— _getElements -> getElements
— A1 sca

— HHd

:"*=-"1K1

ar input

EHstruct

{// kIOHIDLibUserClientGetElements
(IOExternalMethodAction) &IOHIDLibUserClient::_getElements,

1,0,

0, kIOUCVariableStructureSize

b
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CVE-2014-4487

HEeiiEstructureOutputDescriptor
— 1FFHio_connect_ methodffi &

« ool_output

IOReturn IOHIDLibUserClient::_getElements(IOHIDLibUserClient * target, void * reference
__unused, IOExternalMethodArguments * arguments)

{

return target->getElements((uint32_t)arguments->scalarlnput[0], arguments-
>structureOutputDescriptor, &(arguments->structureOutputDescriptorSize));

else

return target->getElements((uint32_t)arguments->scalarlnput[0], arguments-
>structureOutput, &(arguments->structureOutputSize));
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CVE-2014-4487

IOReturn IOHIDLibUserClient::getElements (uint32_t elementType, void *elementBuffer, uint32_t *elementBufferSize)
{

o

elementLength = mem->getLength();
if (elementLength)
{

/] HRIERPEENAINKSERE

if (elementData)

{
bzero(elementData, elementLength);
// S ENEIEREUE , elementlengthE#FT ASLFHMEFRNEIRKE
if (elementBufferSize )

*elementBufferSize = elementLength;

mem->writeBytes( 0, elementData, elementLength );

// FERRI 53 By
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CVE-2014-4487

iH7selementsitiZIKERE — Heap overflow
IR[EISCRRE NEHEAVISEE — Free into wrong zone

IOReturn IOHIDLibUserClient::getElements (uint32_t elementType, void *elementBuffer, uint32_t *elementBufferSize)
{
it ( elementType == kHIDElementType )

array = fNub->_reserved->hierarchElements;

else
array = fNub->_reserved->inputinterruptElementArray;

' count = array->getCount();
bi = 0;
for (i=0; i<count; i++)

{
element = OSDynamicCast(IOHIDElementPrivate, array->getObject(i));

if (lelement) continue;

/] B EREZ RIRA IR B sizeift i TIAE

// Passing elementBuffer=0 means we are just attempting to get the count;

if ( element->fillElementStruct(elementStruct) )
bi++;

}
/ BHRKEESIELE NIEERE

if (elementBufferSize)
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CVE-2014-4401

. ST

o

J

« Bug in xnu/iokit/Kernel
 Used in Pangu Jailbreak




o

CVE-2014-4401

— 2
— L

e

EE

A8

X id

. IOSh\ared DataQueue
WNZIESE

nortRHNZE

| BEA ARET 2

=P

3/

mejJLﬂ:l
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CVE-2014-4401

- initWithCapacityEAginotifyMsgpk SR BE R R F X EHIRE SR

Boolean IOSharedDataQueue::initWithCapacity(UInt32 size)
{

o

allocSize = round If)l\zjl%e(size + DATA_ QUEUE_MEMORY_HEADER_SIZE +

DATA_QUEUE_ME RY_APPENDIX_SIZE);

if (allocSize < size) {
return false;

}
/] PECRBR/IHIRFLEdataQueue
if (dataQueue == 0) {

return false;

}
// notifyMsgR B IEdataQueuefi LT

appendix->version = 0;
setNotificationPort(MACH_PORT_NULL);

return true;
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CVE-2014-4401

» IEYZEI SIS E 2 T notifyMsg

IOMemoryDescriptor *IOSharedDataQueue::getMemoryDescriptor()

{
IOMemoryDescriptor *descriptor = 0;

if (dataQueue !'= 0) {
descriptor = IOMemoryDescriptor::withAddress(dataQueue,

kIODirectionOutIn);
}

return descriptor;

O O




CVE-2014-4401

o

. notifyMsg - 82— 1 HIZXI5

— BJLATERE

‘

RS MESportig et

void IODataQueue::setNotificationPort(mach_port_t port)

{

mach_msg_header_t * msgh = (mach_msg_header_t *)

if (msgh) {

bzero(msgh, sizeof(mach_msg_header_t));

msgh->msgh_bits = MACH_MSGH_BITS(MACH_MSG_TYPE_COPY_SEND, 0);
msgh->msgh_size = sizeof(mach_msg_header_t);
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CVE

-2014-4461

. MEAFIEER LA
— EEHARL write-wh

=Aport&IXE—1"msg
at-where

void IODataQueue::sendDataAvailableNotification()

{

kern_return_t kr;
mach_msg_header_t * msgh;

if (msgh && msgh->msgh_remote_port) {

switch(kr) {

case MACH_SEND_TIMED_OUT: // Notification already sent

case MACH_MSG_SUCCESS:

case MACH_SEND_NO_BUFFER:

break;
default:

IOLog("%s: dataAvailableNotification failed - msg_send returned: %dn",
/*getName()*/"IODataQueue”, kr);

break;
}
}
}

O O
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